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Network Penetration Testing Syllabus

LEVEL 1
Introduction to Network Penetration Testing 2 Hours - Day 1
Scanning 2 Hours - Day 2
Router Pentesting 4 Hours -Day 3 & 4

Privilege Escalation 2 Hours - Day 5

Payload 4 Hours - Day 6 & 7
Firewall Bypass 2 Hours - Day 8
Anti-Virus Bypass 2 Hours - Day 9

Advance Exploitation 6 Hours - Day 10 - 12

Port Forwarding 2 Hours - Day 13

2 Hours - Day 14

Removing the Trace 2 Hours - Day 15
Binding 4 Hours - Day 16 & 17
Browser Exploitation 2 Hours - Day 18

TF 4 Hours - Day 19 & 20
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